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the good old days

Data Generated in 2010

 1200 trillion gigabytes (1.2 zettabytes)

 89 stacks of books each reaching from  
Earth to Sun

 22 million times all books ever written

 need more than 750 million iPods to hold 
it

 90 trillion emails sent in 2009



In 2020:  

 35 zettabytes will be produced

 All words ever spoken, written 7 times

Projections  !

new crimes & new techniques

computer as Target

 unauthorized access, damage, theft

 spam, viruses, worms
 denial of service attacks

computer as Tool
 fraud 
 threats, harassment
 child pornography

computer as Container
 from drug dealer records to how to commit murder

just a murder!

 studied currents

 researched bodies of water

 including San Fran Bay

 how to make cement anchors

 tide charts

had 5 home computers



Digital Evidence

Information stored or transmitted in 

binary form 

two types:  

1.  user created

2.  computer created

meta data

“Information 
about the Data”

digital camera images -- metadata

date, time taken

exposure information
(lens, focal length, flash, F-stop, shutter speed)

serial number

description of photograph

location where taken



metadata !
State v. Carroll, 778 N.W.2d 1 (Wis. 2010)

Charge:  possession of firearm by felon

 pic -- holding semiautomatic weapon

 expert:

 metadata:  date / time image created

 date / time automatically updated by cell phone 
towers

sources of digital evidence

phones, PDAs, cameras 



Digital devices  

games

Digital storage  devices



Digital picture frames

Digital devices

wireless networks & devices



Digital device

GPS

http://www.prodesks.com/

2009 dodge ram with wi fi

fax machine

check out the video



Vehicle “black boxes”

 Event data recorders
 Sensing and diagnostic modules 
 Data loggers

seat belts, brakes used, weather, speed, location .....

Digital surveillance



GPS devices

how they work:
benefits?

RFID implants

http://www.youtube.com/watch?v=dnpelpHmm8M

Always Something New



And Newer

screen 
glasses

Lumus



cuff links
• wi fi hot spot:    plug into laptop -- anyone in range can access internet 

• USB drive w/  2 GB of space

brookstone

applicability and satisfaction

IN EVERY  Digitial Evidence CASE, ....

1.  Does 4th Apply?

A. gov't activity: "Search"  or  "Seizure"  
B.  Protected interest: liberty, possession, privacy

2.  Is it Satisfied?
"Reasonable" 
Warrant Clause requirements

[3.  Remedies?]

Digital Evidence Searches and Seizures

1.  Is the Fourth Amendment applicable? 
 inside the box vs. outside the box

2.  Is it satisfied? 

 two approaches to digital evidence

conceptual difficulties of applying 
traditional doctrines to digital evidence



published search and seizure appellate ct. decisions

STATE FEDERAL
2010

2009

2008

24       (13) 

13 (10)

13  (10)

23        (17) 

17 (16)

17     (13)

2007 9          (5) 14   (9)

2006 17        (9) 14         (8)

2005 13        (8) 20        (15)
2004 14      (11) 6             (4)
2003 7          (6) 6             (6)
Pre-2003 31      (19) 40         (24)

total 141  (91) 157 (112)

green - total cases

yellow  - Child Porn

298   total
203 Child

Porn

68 %

"inside the box, outside the box"

The Box Outside the box:
network investigations

file-sharing technology 
--- creates virtual networks

criminal activity:  

 Copyright Infringement

 Computer Hacking 

 Child Exploitation and Pornography

Peer-to-Peer (P2P) Networks



How Gnutella 
Works

each red dot: computer offering known CP video file -- 2 day period, July, 2009



U.S. v. Ganoe, 538 F.3d 1117 (9th Cir. 2008)

putting files in shared fie on P2P network

“ is like saying that he did not 
know enough to close his drapes ”

no REP in P2P

non-consensual interception of communications, etc, 
over the Internet to another party

example:  email

possible analogies:

its like a letter in the mail

its like numbers dialed on a telephone

its like any info possessed by third party

uncertain F/A applicability outside the box

voluntary disclosure

assume risk?



application of Fourth Amendment principles to --

1.  Virtual worlds

2. cloud computing

3.  web based data storage

what are the 
relevant considerations?

virtual worlds

rooms in virtual world



getting more cloudy !

Quon:  some answers?

 cop sent text messages to wife, mistress via gov't 
issued pager

 agency reviewed printouts obtained from provider to 
determine if needed more capacity for police business

See memo 
on line for summary



Formal Written Policy

 explicitly said user had no REP
 could audit, monitor, or log all activity
 not for personal use
 Quon aware of and signed

"Informal Policy"

 Lt. Duke:  you pay overages, will not audit

police pager policies

Quon:   NO answers

 "case touches issues of far reaching significance”

 concern:   "broad holding" on REP “might have 
implications for future cases that cannot be 
predicted" 

Therefore:

1.  assumed Quon / women had REP 

2.  search reasonable

dicta on REP analysis  -- possible factors

 Duke's statements change in policy?

 did Duke have "fact or appearance" of authority to  
change  / guarantee REP

 should public/ private employees be treated 
differently

 gov't had interests to review messages:
• performance evaluations
• litigation on lawfulness of police actions
• comply w/ open records laws



 Rapid changes in communication

 many employers expect / tolerate personal use

 employer policies "especially"  when "clearly 
communicated"

 some state statutes require employers to notify when 
monitoring electronic communications

 uncertain evolution of workplace norms / law's 
treatment 

 Cell phone / text messaging pervasive --
hence:

 one view:

"essential means or necessary instruments 
for self-expression, even self-identification"

 another view:

due to ubiquity / affordability employees 
can buy own

Scalia, concurring

 Applicability discussion “unnecessary” & 
“exaggerated”

 rejects "implication" about electronic privacy 
that Ct should decide less  –

The-times-they-are-a-changin' is a feeble 
excuse for disregard of duty.



 courts/ litigants likely to use dicta 
as "heavy-handed hint about how 
they should proceed"

The Court’s standard

“is (to put it mildly) unlikely to 
yield objective answers"

Sotomayor concurring in  U.S. v. Jones, 
132 S CT 945 (2012)

Privacy does not equal secrecy

 reconsider 3rd party doctrine:  “ill suited to the digital 
age”

 people reveal great deal of info to 3rd parties  to carry 
out mundane tasks

 phone numbers dialed /text to cellular providers
 URLs visited
 e-mail addresses  to ISPs
 books, groceries, and medications purchased online

Sotomayor concurring

 Doubts people accept warrantless disclosure to Gov’t  
list of Web sites visited in last week, month, or year 

 Does not assume info voluntarily disclosed to some 
member of public for limited purpose is disentitled to 
F/A protection



Smiling Bob meets the 6th Circuit

Is email protected by Fourth Amendment?

Warshak #1, 
532 F.3d 521 (6th Cir. 2008)  (en banc)   

privacy expectations

 "may well shift over time"

 “shifts from internet-service agreement to 
internet-service agreement"

 requires knowledge about ever-evolving 
technologies

Service provider agreements  range from ....

 will "not ... read or disclose e-mail to 
anyone except authorized users"

To 

 no REP in any communications



U.S. v. Warshak (#2),
631 F.3d 266 (6th Cir. 2010)

subpoena on less than probable cause violates
4th Amend 

 subscriber agreement: 

limited access only to protect ISP 

AOL Server
Temporary Storage

Sender (AOL)

Recipient (gmail)

Where email can be read

google Server
Temporary Storage

Wikipedia’s impact on reasonable
expectations of privacy?



solutions?

data in transit or stored

stored data

Digital Evidence Searches and Seizures

1.  Is the Fourth Amendment applicable?

2.  Is it satisfied?

 two approaches to digital evidence

conceptual difficulties of applying 
traditional doctrines to digital evidence

PLAIN VIEW

scope of S/:   determined by objects sought

requirements:

1. prior valid intrusion

2.  observing object in plain view

3.  incriminating character of object immediately 
apparent  (has Probable Cause)

4.  inadvertence requirement explicitly rejected
Horton v. California, 496 U.S. 128 (1990)



where you come out is function of where you go in

Are computers containers or something "Special?"

view #1:  Data are Documents / Container Analogy

view #2: “Special Approach” to S/ of data on computers

Document Searches

Andresen v. Maryland:   warrant for --

specific docs re -- lot 13 T "together w/ 
other fruits, instrumentalities ... of crime“

Where can police look?



Andresen:

 upheld s/ of law office 
 cannot use complex scheme to avoid detection when   

police have PC suspect has evidence

" Some innocuous documents will be examined, 
at least cursorily"  

VS

officials & judges must assure S/ minimizes 
unwarranted intrusions upon privacy

View #1:  Analogy to filing cabinets/containers

Computer is Container
 cannot anticipate exact form of "records"

"no principled distinction" between digital &  paper records

= =



View #2:  Rejects Document S/ Container Analogy

“special approach”

Premise -- writings & computers:

fundamentally different, both in degree 
and in kind

Ltwo views:  apply to all digital devices

Can police search Cell Phone incident to arrest?

 YES:  are containers – based on “binding” SCT 
precedent 

People v. Diaz, 244 P.3d 501 (Cal. 2011)

 NO: are not containers and persons have “higher 
level of privacy” in info “they contain”

State v. Smith, 920 N.E.2d 949 (Ohio 2009)

U.S. v. Payton, 573 F.3d 859 (9th Cir. 2008)

 FACTS:  warrant for financial records in drug case – did not 
explicitly authorize s/ of computer

"It is true ... pay/owe sheets indicating 
drug sales were physically capable of 
being kept on Payton's computer."

HELD:  search violated F/A

Need “Explicit judicial authorization for searches of 
computers”

example of special approach



example #2

CDT, 621 F.3d 1162 (9th Cir. 2010) (en banc #2)

 majority: views digital evidence as special category 

 rejects plain view

 requires prior approval in warrant for execution 
procedures 

special approach methodologies

1.  technological: 

 limit searches based on technology

2.  legal: label digital devices as "special" 

 old rules don't apply
 computer  not a container

 get create new legal rules to limit searches

create new legal rules

1. initial intrusion:

 must specify looking for computer /digital device

2.  scope of search: 

 require pre-authorization in warrant for manner 
of execution



traditional   two step F/A approach

1.  is warrant properly issued ?

 apply warrant clause requirements

2. is execution proper?

 no special rules for digital cases  

 sole Q is R– apply Andresen/ Dalia / Grubbs 

Dalia / Grubbs :

reject view: warrants must specify manner of 
execution

executing officers decide how to execute warrant

Nonetheless,  "the manner in which a warrant 
is executed is subject to later judicial 
review as to its reasonableness." 

U.S. v. Grubbs, 547 US 90 (2006)

Warrant Clause  or Reasonableness Clause?

Constitutional basis for mandating
execution procedures?

Andresen: for document S/

Permitted broad document search

Plain language: Warrant Clause requires --

 oath
 probable cause
 particular description of place to be s/



ranking containers
S Ct tried to distinguish among containers:

 luggage -- high expectation of privacy

 other containers did not "deserve full protection of F/A"

REJECTED

 language of F/A:  "protects people and their effects, whether they 
are 'personal' or  'impersonal'"

 "impossible to perceive any objective criteria"  for viable 
distinction:

"What one person may put into a suitcase, 
another may put into a paper bag." 

is "Special approach" inconsistent with 
Supreme Court cases?

1.  U.S. v. Grubbs, 547 U.S. 90 (2006)

2.  Dalia v. U.S.,  441 U.S. 238 (1979)

 reject implicit warrant issuance requirements

3.  Andresen v. Maryland, 427 U.S. 463 (1976)

 permits broad document search

4.  U.S.  v. Ross, 456 U.S. 798 (1982)

 rejects distinctions between containers

extended discussion in ---

Clancy, The Fourth Amendment Aspects of Computer 
Searches and Seizures: A Perspective and a Primer,

75 Miss. L.J. 193 (2005)

Also:

Clancy, The Fourth Amendment:  Its History and 
Interpretation (2008)



lot of materials available at:

WWW. NCJRL.org


